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Collecting information from the

e llecting personal acts ion,

Google tracking your search details and sharing with

|Amazon says its facial recognition can now

[Optout where possible. Read Terms of

lepa Service Provider's software without | This can be aggregated with other information to build a made\ ofyou, using inform ads. Duck Go instead of Google as a search  (Agreement is [Relationship Terms are] 201, 5. MEG nvacyand
individual's consent, |vour personality, your habits, etc. passive da'a collection. its-facial-recognition-can-now-identify-fear.html lengine. lestablished. S.1214 - anacy Bill of Rights Act
(7], 2019)
le llecti Dersana\ behavioral
R i o e g Tl koo e R s T AT

usinasos.which i o moder predict and manipulate
seento date.” (189],

ineractwih e Servico Providers |1 Kd of behaviral nor honer leyes-are-the-prize-eye-tracking-technology-is- D“ckums‘ead o Googte a5 seareh 54626 SAFE DATA Act, HR. 48760nline Privacy Actof 2019
software, without individual's consen. | 1formation to build a model ofyou, y, your habits, etc.

|Agreement s [Relationship Terms are]

[Agorihms andiorindiiduals may acton these facors and mpaci other
lareas of lfe unwelcome by the person(s) impacted. Often, these models
lare used 1o predict your behavior and manipulate you to make a
purchase or take some action that s in the Service Provider's interestto
the Service Provider's benefi.

2016)

[VRIAR headsets collecting information from iis regarding
[anxiety, relaxation, fear, etc.

|advertisings-holy-grail (1891, 2019)

lestablished.

y Actof 20
Personal Data Control Act, S.1214 - Privacy Billof Rights Act

no opt

[Vendor's app scans devices system libraries and uploads
{them 1o their server—ostensibly for app optimization, but there’s

“Facebook scans system libraries from their Android app

outand s not disclosed.

H.R 4978 - Online Privacy Act of 2019, H.R 2610 - Fraud and Scam

cotectng nomaton winautne | dreNs o (P2, s arm s when h Sancs rvidr s 1% PPONe N e background and uploads hem o I g itrcomvongianeitats/ 16746505 iy nfrmason harested fom ho naviauats —(Reducion Act 94485 COVID-To Minlomatonand
icp2a 3 Lo it nt ks oo eing ek st hrs Tosaaane7 Loy wareofhe aspswho do i, [doria mustbe pemd oy e :
ot aaronees. Joatuige et knce of ioma r0933i0 gevce s permit by e Resoumaiin o 50158 5301 xponts Nonicaion vy A
i s cllo Gl Lvary Collscor at Facsbook known | VR, 2013omatan Transoarancy and Parsonal baa Conl A
5 G g 4. Py i of s
gl ploads metaceta o sy s o e
vl ons
@wongmjane (8], 2019)
. ot we ik Cansetbutons t s preseneo us ot winut
|data use was De!edwev Meaning, fo: this situation is called
:  [Beceive Gonsonbocase s ndidat dossm vl ndersind
It ven g e sl may [ 00o0e Consntecause e v
v perormed a conseniccto:
(and there is recorded manifestation
|of consent), it fails to meet either the: |Or sometimes, we are required o Consent to data collection In omerto S. 3861 Exposure Notification Privacy Act, H.R. 49780nline Privacy
ICP.3  |Autonomy condition (the individual caive product upgrades and uphold product warranties, Sinoe w |Clickwrap TOS/TOU contracts. |Actof 2019, H.R. 2013Information Transparency and Personal Data
putanamycoriton (h il e ot v rosgh i et ot potorz0ta.
st aceread n o wayto st ko Daaee Conan o i e
: ot of an il aciog i et aonomy
|condition (the individual is provided
:r‘:‘:fw’?‘:ﬁ:ei?r::m;tna;m 1t|Both of these scenarios are harmfulin that they give the illusion of
sout ool ahing o e 3 Const oty o st
R et equramn o o cnsan
&
H [Honorific, gender instead of sex under certain
2 ser may notwih o discoss their marial status or even associats ircumstances 0o (e do NOT have a gender
§ I eriy i s st i e 8 v of iy hatongs a1 boon mancate
= societal into the gy Sp: Many sites include titles and honorifics in name fields. |answer a ‘What gender question which did not
B | opa [Testie . tiss—cotesing[mamueion T cold nev ngave sommaatonsand smacks o e naprarance opion) ontrespond o s el st s g b ptonat s[5 2265 atonal Securty and ersonat Dt PrtctonAcof 201,
g imnecessay niomaion st ransoton i Coso Tave rculd e ustaer oty e R 0004 Traneprency and Accounabily nHean Core Coss
H o vt b gt and e i ok 3 . [MpsiAw boombers comnowsiaicezots- :
S [This is an example of data overreach: the Service Provider s collecting 11-091viral-tweet-about-apple-card-leads-o-
5 iormaton Yo brobeia aoaman aens
H (191, 2019)
H
£
xampls bk and i auhries whowll s o
e ammuicaton b husband 5 sooe il sess s
et Ovoris wpoaed soves
|As above marital status, unless it has inable to separate fir till | Ce sentto the husband 355 - End Raclal and Religious Profiing Act of 2019, $.2880-
Marital Status — Collecting needed for a service to run, should not be a required data collection. seen asan aDDendaﬁe aHhe\r husband. |on behalf of the wife. My daughter had a row with If used at all, these fields must be optional unless [National Security and Personal Data Protection Act of 2019,
1OP5. nesssany namaion ool pocaman danier uch oo . rs oo 1 e |k wha shye s o et panr a2 1659910 s el oty e 0004 Tansatency s ccounanity Hean Care Goss
- ond Pices AC12070. 5. 801 ExpostsNocaton Pruecy
oo v it e, i et nesd o mosanot o e Actor 2020 o 3661 v
o ha niods il s povs et nclas B
s o bng onneay i enics. hre S
o neeced i
Recenty. v sked o compit i
Cesoutueson T iabvos Thers wae agondr
o ih maeremlaon aran T wes 0
iy b choosa my sand at o ot e oo notaiforsexorgendruies o s
A p |gender - gender is a social construct and can be requires it to operate. For example, in healthcare, HR 4976 - Online Privacy Act 0f 2019, 82355 - End Racial and
Gender — Collecting unnecessary Gender is a political hot topic in 2019. Itis seen by some as being used (GMail is the same as above, has ‘prefer not to say' - all gender |damaging to women's biological sex-based lthe sex would need o be known for certain Religious Profiling Act of 2019, $.2889-National Security and
cpo Lo dgtacs S bas s, A nrs o rpllcons v goder el ponies. v calecton ofaaa o g, Eve bortrespon o hess il asonl e rlecn AL 2015 116004 Tanaparancyand
information. bias. |choosing ‘prefer not to say” allows profiling - this just needs to righs. reasons such as statstical analysis and medical | Accountability in Health Care Costs an, S. 3861 Exposure
enoosing i Firanions. st a8 choes o not i [ Cou by b Hoat :
https:/iwww.bloomberg com/news/articles/2019- |anything (non-mandatory where appropriate)
oot wesksbonapplecartieconio
brobe s aoaman aens
(191, 2019)
sanio cotect o tis
cton! rfing gt mads avaale o brfers,achetsrs,ic.
ecessay o S, (63| coneatons may evelp hreas murnc e oy G0 o acl: Pusingycompanis ke LeRampang | ACXIOM ACQUIRES LVERANP T0E00ST 52746 Low EnorcementSiid Dt Colecian Ac 53850
porenaiaton 5000 109 09 o o ol ooy v s o ‘ it surcongess ok, ot st s s ozt |l B ot n D on GOV
icpy MamssemenPatormsmat e T e o ek oy ueng eoraton mormaten e ne ez Aanes o s ey {725 g Ot Sl oy s O
99 : 2 all . b . habmﬁyand manifests i higher nsk rates A\ﬁamhmsaﬂen use the “birds gathered by travel, dating or news sites, or |data- biliy203212 learn more. ydu directly. Don't use data brokers. \ct, S. 2019, S.
pary data alowing businesses . lofa ater fockogethrlogic or s ki af rouping. Wi imay ~ariner. (101.2614) o capaply 551 Eapasirs Nticaton Pacy A
v s essanae i 1 n sl many e ‘
LiveRamp by Axciom as an example.)|
o recAPTOI ot i Rscsiz th et and smtatons .
1CPa 1ot Al aring datacatlecton, 0431 orcetly made ey YIS YOU o arontn everaged b soware b, bt sl 1000 o sl avress yoursl 52042 Natora Defene Auborzaton ct o sl Year 2017,
reCAPTCHA tasks are Al training data. (111]) |accordingly.

Personal Information is used by the
|Service provider beyond the user-

yow personal information is to be used and the Service Provider
uses,

Information Sharing Practices [1SP]

by the IndividualiData Subject.

[volvod nhe ansacton. You know i s breacho when you sar
seeing ads i your browser for teen age girl products.

4 Fecebaok allows 3 party s ofmy pholo o advrise

|data/#5202f556 189 ([3], 2018)

l4- it

42 00 notjon senvices wih allow your

e aesocated wih people Dmdudsand y may

5- Sleep Number T&C: "We do not guarantee that data
submitted or iransmitted to Us wil be free from unauthorized
(disclosure, access, misappropriation, of infrusion.”

 consent, n may

[ransmission-and-use-of-personal-datal (4],
2012)

5 - htps:Jwww.sleepnumber.comisleepia-end-
user-agreement ([5])

lother parties.

5. Disable "Smart” system automation
features, and control communications
manually; do not purchase "connected" /
0T products, or disable WIFi capabilly.

be handed out o]

[When a Me2B relationship s in place, permission
permited orlegal usage I e D sl » gatiocn OGO e T s beprovidedobiand by e ndual o
Use technology  |use of nformation. When a Me2B relationship | S.4626- SAFE DATA Act, H.R748 - CARES Act, HR7302 -
Ly Note that this covers both the case durmg tms shoppmg potiobe) et dhinieon be (e.9. BRAVE) isn'tin place, the individual must be regarded as  [Accessible, Affordable Internet for All Act,
when you s'anseemﬂ adverisementsfor teenage gr1 Dmduas in the lvour-personal-information ([1], 2019) v V'
5 information, o the system passively e e el preserved.
3 [collects behavioral information. youknow thatyour
2 e
&
2 In this scenario, you have designated that your personal information
== may only be shared with 3rd parties for the purpose of providing the:
H D HR 2013 -nformaton Transparency & Prsona Data Contol Ac,
£ Prsona normation s used by i | th rirshopping exampl, o nstane, you hve setyour s e
£ U=z EdiesiDes, poed Sroparios) H R 6675 - Data Broker Accountabiliy and Transparency Act of
user-permitied or legal usage B e e e e e L et ey
(including behavioral data). arty vendor. You know your preferences have been breached 20‘9‘5 3861 Exposure Notifcation Privacy Act, S. 3456Consumer
|when you get subscribed to the 3rd party vendor's maillist, which is not Data Privacy and Security Act "
|a requirement to fulfill the transaction. =
| The 3rd party/Data Processor is at fault in this breach.
1 - Food consumption information (grocery purchases, 1 - Look carefully into loyalty programs.
restaurantvisi) provided t alyally program sused o |2 Keeb | Glean: Socal Media Screenings GaI | acsume that your purchase behavio is
|determine healthcare premiums for the individual. P! being tracked and shared. Use TOS:DR.
ntps:/www businessnewsdaily com2377-soclal-
s software & . media-hiring himi (2], 2018)
et poheior and nvionment rends, o o vlce,
3 - How DNA Companies Like Ancestry And |, .
isis sl o 1UP.2,butin s case, e Servioe Provider s onnions) o detrmine e candidae gets v invied 0 an 5.1 v ing vour GanotioData Do rotdorals ONA samplos o o 12013 nfornaton Transparency & Personal Daa Contol Ad,
Sharing individua responsibi hitos:www orbes comisitesinicolemartini 2018/ 5:3456-Consumer Dala Privacy and Securily Act of 2020, $.2398 -
lother Service Providers or . 12/05/ow-gna-companies-like-ancesty-and- |, ; narins hen a eZB Reatonshi 1 lco. mustoe Vol Privacy Atof 201,214 Priacy Bil of ighs Aok
ISP.1  (Individuals, other than those In the e you 3 - Consumer DNA sites such as 23andMe and Ancestry using 23andme-are-using-y netic- W oit R.6675 - Data Broker Accountability and Transparency Act of
ldata for research offered.
mitied aisallow 31 partiss other han hose

ot the Me28 Rolatoneniy

2020, 52577 - Data Broker Accountability and Transparency Actof
2019, Misuse of voluntarily shared information, S. 3456Consumer
Data Privacy and Security Act
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Sees) by a "Friend- who has access o the info n a bounded Vendor should allow user o create permissions
space. incuding "downioad yin*
"Photos and ideos posted to private accounts on Instagram H Transparency & 3
and Facebook aren'as private as they might seem. They can popping up Data Privacy Actof 2020, 5.2398 -
o b accessed. downioaded. ) Actof 2019, 5.1214 -Prvacy Billof Rights Act,
P2 o prvate HR 6675 - Data Broker Accountabilly and Transparency Actof
platoms or oner platorms private” (61.2019) youe sharing, and what your 2020, 52577 - Data Broker Accountabilty and Transparency Actof
o 2019, 52186 - Protecting
requires only a udimentary undersianding of HTML and a " orcop Information Actof 201
orowser. fLcan be done in  handtul o lcks. A user smply spaces
can
nen be shared with people who are notogged in o nstagram
or do notfollow that private user.* (], 2019)
n Nielsen, £
Equifex Data brokers must accept contentonly rom the
828 “Gossip” The Wearables And
about Individuals, where said " Data Act, H.R6321 - Fnancial
PoB.A 3 s o long as e o . States,
‘ oeasso255TanesT 1152017 oursecsonatinoaion onices - 3
correct, or remove information. (0141.2019) L 52186 Prolecing Information Actof 2015}
Individual and the Data Broker
vou-464789 (13),2016)
@
g
g
3 less control over where it goes and how itis used.”
&
8
3 purchasing
2 influence 6
H
£ . nat n
£ dar Ds,but [1- o 52643 - National Defense Authorization Actfor Fiscal Year 2017,
tof  [mougns * (@), 2012) Use cash when possible. Choose "card" HR 2013 - nfornation Transparency & Persona Data Control Act,
unaffiated outsiders, but tis st Sper
PR i s assets, ype of car owned, family ituaton, age, gender, and so on, o . 52186-
B o - e g Information Actof 2019, HR 2013 - nformation
- = iga » ] conitons regarding your values. Transparency & Personal Data Conlrol Act5.1214 - Privacy Billof
bneme . Itcan aso |proceedings.” 4, 2012) Rights Act
4 Ty
card or
Butth
z Temsot [ (And Make your H Actor 2010, 1
§ | o [BevecanaPicyrotermoero : e roson e vhmaar v [ s e Rt s oo
H u a v us'to auditor o H backend to acceptuser-profiered Righto Use | Transparency & Personal Data Gonirol Act, $.1214 - Privacy Bill of
ave already paid for. (contracts of :
H monitor Licenses and Terms, Rights Act
H achesion)
H oromised
2
H
5
8
M
H T ———————
% surveilance n order o receive “The Windows 10 defaultprivacy setings leave a ot o be (Carstuly review setup options during " Actor2019.1
3| eaz q a o ! " : " :
H e e roans o e, privacy-setings/ (851, 2019) Using the “Custom Set UpF usualy ofers [Actof 2019, 5.1214 - Privacy Bill of Rights Act
- aranlar selecton of hese optons.
H ime. (contracts of adnesion)
3
The Lock-in s positioned as a protective “feature* of OS.
free
- Aople sites 201954 (151 Velue udement HR.4975 - Oniine Privacy Actof 2019, 5.1214 - Prvacy Bll of
LCAS o 2018) Rights Act
sofware. scen as a hack from Apple's perspeciive. s, App an iPhone, iPad., s tworth losing warrantyfor freedor
hat has insalled any unauthorized software*
.o Bl ofered our 1ps o avoid
ecoming a vicim:
1.D0 not simply tust he name on an
mait: queston the ntentof the email
content
A 2.11you receive a suspicious emailwit a
i
No easy, tusted way for people to X 9
. oficial |sale/157629/ ([16].2019) ine contact do notreply directytoa [HR 497 - Oniine Privacy Actof 2019, 51214 - Prvacy Bll of
OPR1" |Serice Provider in using websies or [spoofed. osite 581 for vendors. "MyVendor Validator”agent. | pigng act
apps. masquerading as legiimate services using HTTPS as cover™
5. htps:fvwnwic3 govimediar2019/190610 aspx
171.2019) 3. Check for misspelings or wong
domains within alnk e.g. ifan address
it should end in"gov” ends in"com”
instead)
4.00 not rusta website justbecause i
nas a lockcon o s in the browser
acdress bar
Use proper securiy, including hash
funcions, robustauthentication, correct
Lossor ger  |u o For example, 1o, his will
PPR2. |orintscan data data sveam ot storing biometric as a hash s-blometic-securty. (18], 2019) inciude good design of he overal system RO S S AR D
using biometrics o ensure that secury is
oy design
= Use proper secury,including hash functions,
g v it ool
§ databases,et. This willincude good design of
s ine overal sysiem using biometics fo ensure that
H securty is by design
£ Sharing biometrc data for diagnostic or
z performance improvement purposes shouid be
H DPR3 [ U Imprope For example, ol B s 847 Act, 8.
2 [Recogniton scan data data sveam ot storing biometric as  hash. damages-paymentcourt Eiometc Information Privacy Actof 2020
e oor securiyrecord,
(191, 2016) People should have their own forms of faial
recogniton,for xample to unlock phones or o
sorthrough old photos. But, he data they gather
should notbe shared with the company providing
ine faial recogniton software (unless I justof
ineir own face, and then only for the safest
possible diagnostic o service improvement
purposes).
[Relying partes requesting data they Ifnota mandated fild, chose not o give
r H o
= havebeen mandated o answer s whagender queston. L sroudurie panss iesn e seck
orea [ oo . genderlone) e an honorifc a s.3861 Act
DatalPrivacy Risi” reasonable as a _[profling iave & osndarbut an female) dso | intervant
doscriptor of this harm? on.
3 T
,_document
PR [Universal Ds prvacy. = P
e s non roftacqod by e WD Tech Lo lstyoar,
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PRACTICE

Inadequate Managing End of AccountEnd of Life [EOLA]

D

DESCRIPTION OF DIGITAL
HARM

[No way to delete an account; User
can deactivate account, but Vendor

IMPLICATIONS FOR YOU

EXAMPLES OF UNDESIRED BEHAVIOR

Sleep Number Bed T&C: "We also collect, store, and use Third
[Party Data when You choose to inerface with Third Party
|Services. We store Your Data and the Third Pary Data in Our

after You cancel or deactivate the Services andlor Your User
[Account(s)”

Version2

CORROBORATING REFERENCES

WHAT YOU CAN DO TODAY

Delete accountand associated data

ME2B ALLIANCE RECOMMENDATION

This
“cooling off

LEGISLATION/ BILLS

EoLA . 3861 Exposure Notiication Privacy Act,
(5) for Make this
formaion; o easy way o deet o o o
[audit purposes)
contact process to have your account and data deleted.
account
Mulstude of examples, Skype for example, itis [ When a loved one dies you will have fo
person has
Email P Jud
EoLA2 died.
account takeover suddenly tres to connetto them members. e v sty iy
reasons, but a better system should be offered. [possible
I want o notjust“unsubscribe’ | want .
0 -with one buton-ForgetMe" | Relatonships which are e ey | butpeople [, Use a service like Unrollme tohelp (Do force premalure Me28 Relationships. Let
EOLA3 [Related to EOLAL, butitswhenthe |22 00 Tharmeler B o0 1 o e e rocoivin 't 501.2016) though this s.1214
[Me28 Relationship is justa value. Als of fve stars.” (01, 2016) e

"Marketing Subscription”. [address.
Errm e
(without |Offer 54626 - SAFE DATA Act, 5. 3861 Exposure Notification Privacy Act
spa i e (e, vdeo, i) Use DUARG R e R
o e e e k) dosmentammnicaion (G710 0 HR 2013- lomaton Tanspaency & Porsonal Dala Contol A
e
|Lack of support for 2FA (Two Factor ] sensitive See 23andr o taken over, make sure you are carsful |and make a concerted effort for feature adoption
P2 | Authentication) or MFA (Multi-factor /0 2FA and or MFA. conduct ee 23andme an |S.4626 - SAFE DATA Act, S. 3861 Exposure Notification Privacy Act
[Authentication) to control account [/ 2FAand or e e R2013 - Information Transparency & Personal Data Control Act
s bk you do use are notshared, unique to {727 2P
_ I leach account, and robust (see advice. EETELICE
5 here
B hitps: fwww getsafeonline org/protecting-
H yourselfipasswords/_)
£ 3 tleaves them
z o9, and
£ | e o 53061 Exposue Nostcaton Prvacy At
H e R o
e
T
Venders [se s Fona i e oot aarch s g raOfersocuty awarenss arund pising o your
0 |fremo voncs,roor c4_z018p oo y e b e
o (21,2019 o s 503 o4 et s s TES ouidanceon nsing
v reporey
55 Naphane femi vetcsson o oo f kateons ol o i o ——
T W R o v
e
spg [Prmane; S —— pshavebeargamedoons el omproiod 53901 Expasue Nostcaton vy At
P e e ey
. ity & Company s specing st
e vam s e o o
Fronsemsore vt sy ot on
e v e e o sy o
1. A buyer unwitingly acquires a counterfeititem. tissold (g% T mm"gmmrdalmmg it e
i e e Soanta emenclaming
o e ot b ouetin
[countadfoitteen. [Manhattan disagreed with Tiffany on all counts
1. Vet of rocost 2 n2016.00 Ropletoevauate ond n Aprilof i yoarthe Second Cru Court
| Online store sells sells harmful, liable ion of legally p 0 |Be mindful and aware as an online
[, e ol e, i B 58 | s ST Lo b 3
: IRk oo
A e v an el wr ol shocking: .1 et e Ll
_ ovom ik
5 and|
E hockhaza o soanc st gouhmimciadoes
A et wars s porly e tht hy posed a fskof
f Tt wer raemiopoers
5
H ety ot
5 e apen ey
E
el ascors oy presanca s your b how o o
o s, it o st o apend re o
oo
information. (1) Handset Manufacturers: default state is no
e s iy [ ZTO15 procnternar, @ Raute o ren
ata, duse purpose they want. leacon-technology ((25], 2018) 1) this disable 51108 - Algorithmic Accountability Act of 2019, S. 3861 Exposure
iz [Bosconsinsoresre i Ml B NN -
consent, choice, for retail app: |Security Act
nowledge... s oly whem you've opied o an app that lknowits | "¢ Pone:evenifhatapp s closed. 1280mo  (26] 2014) ) ofrndhidualoasy mihods e une
you. (4) don't use MAC address to id individuals.
e MAC aciress s unique idetr? says e World Pacy
ey e S P o e estencomecrolfacin2
[The burden for s n theirlives. And 012103/reading-the-privacy-policies-you- Use TOSDR org.
e iR s o o
PRI [ER i, S o esearaoud
platon o US nafons GOP: $7518 snunt st
A
=
consentand skl ey e T e
bty b e [
oo evaracesdosgnod o [0 consuctodconsntschamas,usrs bar ek winoutany (55713 200C PR S el SRR ; sk rndsbl, gy dersandsie g bl
oM 21 Soreant and st o) o8 P200cH What awery i conksl i ik i e ks ok o e =k 68
e e ]
R e e e e e A
e
Ao act v artvars dicos must ey
aniacursrs o o ciscione ot P itk g
suru ooty R o e s 108 Agort
devices. information. secure-idUSKCN1Qg2F8 ({30}, 2019) hope itdiscloses all dormant capabilites. ¢ iz fiesistreams. Ifso, the individual must
intptmariotat s
1. Trough S, Apl cotactors har cuntss nsiances S
tients, o  sexual on all devices with cameras. Mute the
or @1 2019 icoshone whon not s Unpiog
SURV.2 |listening and possibly storing . [ Amazon [ All hardware devices mustinclude physicallens | 110 . Algorithmic Accountability Act of 2019
o - echarica
oot oo e e e onginane . (oo vy " |oraizaton uno el echan
3. Smart TVs are watching you. * Vizio's Smart TVs track your |Vizio: htips:/larstechnica comfinformation- :"m"c';’:e":: ;;'::"::‘i:':" :::‘“"”
o g
NN ey e
S —
SURVS uh d now that. Roomba - e todisablethe  [S.1108 - Algorithmic. Ammmhbllny Actof 2019, 5. 3861 Exposure.
i o sy s coud b sared tosions s coman T aetetatan Lt ekt et it A
ecpessyourcpnon oot aubartos
N o o orlonorn
Surveillance data is being shared ing: between persor
SURV (o ey o s il oo

by the individual.

lamazons.-ring-doorbell-cameras-raise-fes

surveillance-police/1775707001/ (35),2019)

D0 not contibute to apps that provide
access to shared surveillance data.

HR 4978 - Online Privacy Actof 2018
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PRACTICE

DESCRIPTION OF DIGITAL
HARM

IMPLICATIONS FOR YOU

EXAMPLES OF UNDESIRED BEHAVIOR

Version2

CCORROBORATING REFERENCES

WHAT YOU CAN DO TODAY

ME2B ALLIANCE RECOMMENDATION
FOR VENDORS

LEGISLATION / BILLS

1" ven you tout your e commands il sl b
capture
,S;;g;:; et stctrosrogammos commancapats ([ ol o wit camers. vt doioos mustinclu physia s
SURV.5 1o disable recording capabiliies in  welhing and you opt ‘Samsung wil covers and mute buttons. Andlor provide software | 4551 £yposure Notifcation Privacy Act
o dleable oo storing/sharinglusing recorded information you op! notin use. If
e rammed voice commands (hough notyour voice | CUTY/SaMSUNG-smartprivcyindex il (37, |can not Mute, unplug device when notin[cameras, tc.
2015) use.
iiself and
analyze how much you'e using certain command.”
Make certain that this data collecton
method is nota partof the terms and
As you use your device(s) patters of use, such as number of trecord conditons for apps being considered or
SURV.6  [Keyboards digital phenotyping. eystrokes a minute, may be used n he 5,108 - Algoritmic Accountabillty Act of 2019,
moodiemotional state user breachri=1 (38, 2019) 56 up o date securiyiscanning sofware
0 surface these explots n case they
nave been delivered coverty.
s
5 "..criminals use keyloggers. They scrape up passwords, credit|
a card and
g | survr being typed plured forlater use. oanking informatin, personal detals, and more, o use in |gers-what-you-neec-to-know-abouthis-hidden- |<ocr, 51106 Algoritlo Asoountabilty Act of 2019, 8. 3661 Exposurs
H ek e acive. Notifcation Privacy Act
ieftand other maicious deeds.
" maretod s localzedsoil nevor whre eoglen
@ loc Butal oo Spread awareness and education to
ofen, tey faciltate vepomng accated-svepious.bohaior o |- AficanAmerian el st agentwho was soppedi o o |Vendorsneed o continually be vighantioow ¢ oL ey At §2355 - End Racial and
SuRvs racay roing Take, o exampl, he sy ofan ol because neighbors Bought 1was-suspcous orhim o iOamazons- peoo Lechnologies canbo usean hammiways, . |3,2081 Exposure Notfcatn Privacy
adoorbell” (40), 2019) g il and other biae. including propagating bias. 9 9
neighbors thought it was *suspicious’ fo him o ring a doorbell”([40],
2019)
"A zombie cookie is an HTTP cookie thatis recreated afer deletion. The
term was created by Ationey Joseph H. Malley who initiated the Super-
(Gookie Class Actons in 2010. Cookies are recreated from backups - oo
stored ouside the web browser' dedicaled cookie storage. It may be -
Zombie Cookies, Flash Cookies & B  fash o - Aigorith bity Act of 2019, HR 4978 - Online.
SURV [Zomble Cookies soredanine or drscty ot he visrs compulr o breachf - Fash Cooi e oarencel f— 21 |oookies oneran T [Privaty Actof 2019 Tne EU Gookie Direats
2005) 2018)
onaweb oot
receive cookies since they do not completely rely on traditional
cookies.” [wikipedial
Use privacy respecting browsers such as
. Brave, Firefox, Tor. Use the browser in
incognito mode" when possible.
information collected abouta remote compulmg dovice for e purpose o pixelprivacy comfesourcesbrovser-
el users o devices even when pevs\slenlcook\es (and also ingerprining/ (H3) 5o Panoptclc, Privacy Badger or other
SURVA0 gerprinting uniquely O o e Its restoreprivacy.comibrowser-fingerprinting! ontdo tis. Minimize cookie usage. 5108 - Algorithmic Accountabilty Act o 2019, S. 4400National
dentifes individuals s somote sopaton o o (441 o see your info use www.deviceinfo.me, Biometic Information Privacy Actof 2020
y llow a remoe appica ana hupsamiiaus o
! It len wikipedia.orghwikiDevice_ingerprint
compile long-ter records of individuals'browsing histories even when
; (5D [restoreprivacy.com reference has
they'e attempiing o avoid racking, aising a major concer for nternet Fioskissthpctoiniod
privacy advocates” ([wikipedial)
Ao here:
Canv ally o . Use privacy respecting browsers such as
SURV.11 [Ganvas Fingerprinsng syslem fontsand othr ieces ofdla are “ombined locreste auniaue Prave, Firefox, Tor. Use ";i:;’:sj;: [Dontdo ths. Minimizs cookie usage. 5.1108 - Algorithmic Accountability Act of 2019, S. 4400National
profie. be shared with safari-canvas-fngerprining! (461, 2018) ek rvacy aoe o st Biometic Information Privacy Actof 2020
Inetworks. In other words, you can be tracked without using cookies.” o .
e rowser ools
In 2010, Facebook launched a feature called Tag
"
use facial-recogniton technology to analyze whether the
use's Facebook fends ao npholosuploaded b thal user
. and detects whether it contains images offaces. Ifso, the
‘Specifcally, the panel concluded that the i nrads ne oo geoman s b ot o use o faial recogniton witout 51108 - Algoritimic Accountabilty Act o 2019, H.R 4978 - Oniine
sz o e s ki S
2 9 0 . 159825 ? o oot ommercial Facial Recognition Privacy Act ational
I Toicoote)  [evesnose, and ears, b creat a face signaure or map. The {facial recogniion in public seting. oot Mormaton Brvecs att o 2030
[Facebook's database of user face templates (ie.,face
signatures that have already been matched to e user's
in
the photo. (84], 2019)
1100 or b
fled with legal and technical jargon.
People don'tread Terms of Service o afer ying fo read them, people reading-2017-11 (47],2017) PR Q PR
TRCO.1 |Unreadable Ters of Service Shckcthrough |61 108 (47, 2017) 13 Privacy s 0.HR
v L z . I 1 b 2
consent doesn't meet the legally required condition of 'knowledge” or It arstechnica comtech CEgen i Byt i > ctor 202
employers. (48, 2016) (1481, 2016) LR
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E
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E nconprahendieor it g oconookoun mysheis 46 2017) 1550 browse xienson
£ s etendblo o i : iated v . i Aetor2019.HR et
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argon it Actof
(SR [Npco2ydelneraieyopagiclang lege knowledge” " (49),2017) B t Jean s - R 2013information Transparency and Personal Data
7 Eomlisie R e e TOSDR understand. B
5 understand
g days1253851 (501, 2012) ntos:/privotorg/polsis
£
Use TO: a0
Technology is naturally obscure to PR typical 13 year old for minimum age of your
TRCO3 "“"‘l":" /cal peopie, and SuPPIETS | etto st the servicelproduct vendor. F: H.R 4978 - Online Privacy Actof 2019
[Sometimes deliberate obfuscation ] %93Cambridge_Anelytica_detn_scandal (51]) | FGSOR browser exiznaion Support the abilityfor people to profier their own
htps:/pribotorgipolisis pemniEe
Patems: a user interface that tips wvww darkpattems orghypes-of dark-
. patier (152])
3:;:3:;31;’;':;;;"1: ok nrice ecucat yourseltandbe mindl tuhen
DSGN.1 . design. , Y . 1084 DETOUR Act
e el <% |juggement Actively encourages self-doubtof choice. 0. Yes Pleasel  care about my familyl language.
rigingu forecung i 0 o donhears avouy iy T ———
patems/ (54])
[Facebook has hired design experts out of the
oniine gambling industy o create a Ul thatis
"Like"butions. Streak | more addicive.
feature in Snapchat
suscepible to hese practices [Zubolf book] . . HR.5703Kids PRIVGY Act*, HR. 5573PROTECT Kids Act, S
DseN2 o ntosivinv.vice comlen_nziaricloMEKDME- | sage. In partcular, putclear echnology 1558Artfcial Inteligence Iniiatve Act, S. 2314 Social Media
\ s usage boundaries in place forchildren. |Addiction Reduction Technology (SMART) Act.
devices.” [kessier page] o stehoice
i page tips chriskresser comhow-a-technology-
addicton-can-hurtyour-health ([56], 2018)
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| Lime 180218 Lo vox.com/20 1818127176767 lelectr
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manage this
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eyber-stalking. [57] (581, 2019)
Some technologies, ike Amazon Echo create "Kids edifons”
rable
S o o o o o or [Beter H.R 4978 - Online Privacy Actof 2019, HR. 5703Kids PRIVCY Act,
olecon catasharg, o fa s edonofanyacebok-messengeris g hatapp- el s version of sdult praducts 1201
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ot seckoi st i It
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DESCRIPTION OF DIGITAL
HARM

Creating a social gravity by pulling

IMPLICATIONS FOR YOU

Redirects people to infated social attention spaces. By foisting

EXAMPLES OF UNDESIRED BEHAVIOR

Version2

CORROBORATING REFERENCES

routinely-suppressed-conser-1775461006 (87,
2016)

WHAT YOU CAN DO TODAY

Stay aware that trending may notalways.
reflect organic results. Ithas not been

MEZ2B ALLIANCE RECOMMENDATION
FOR VENDORS

LEGISLATION / BILLS

MNI.1users owarswhat s goosied o mporance o  socll oic, Wing esus ook o elevate hose | 2csbeok I vending el i sl neworing inli 1. 6579PROTECT Kids Act®
stated as "Trending" by tilting results. |topics to artificial levels of cultural concern or urgency. i
down-algorithm-mark-zuckerberg-social-media-
26380681 i (64),2018)
This is applicable to some government services that are
tal e e 2 AT TR EEID |y, only solutions for ID - omnichannel for ID [Not a lot the consumer can do ifthe. |Open up your customer base by ensuring that.
MNP |Forcing everyone down a digital route| dg‘cesw e T e b e T e sion ‘s"mm“re ity of this, but mey hsve should be accommodated for certain cross- Londor decides 1 opt or digital only user |SeTS have choices in: the way they verify their ID, [S. 3456 Consumer Data Privacy and Securiy Act, H.R.
for services. . w 5 fesu 8 ; " yplo-pl qulty " Y society services such as government, banking, & Pt ol yu authentication credentials, with quasi- 5573PROTECT Kids Act
Lechnologies such as D verlfcation processes. or that). As ey loumeys e
ok losrg ATHIS and banks s oreing people o g 5
only use models.
ntps:digitalcommons Jaw umaryland ecuicgiivie
[Robotic companions for both children and elderly are unduly infuential |weontentcgi7article=37598context=mir (65,
nunexpected and potentally narmil ways. i general,the IMMectate | joq post ast year. a Calfomia venre captaiistwiote|2017)
T umans over-anthropomorphize (121 athidren are learning o communicate 1 rude ways, 3t o 4.year-old caurpou s vas Dot sl . L
| s [ohos andoverhoowwi human eed orerinohurn nrpersonal communicaon,Chid T 1 Pt Bt [tnesh i e R 5703Kids PRIVCY Act, HR. 5579PROTECT Kids Act
= atiributes such as intelligence. [ you qul N 9 wi 5 ing " Hunter Walk wrote. 'BecsuseNexs ln\ersles " using
T assistants. Due (o anthropomorphization combined with voice. [
£ assistanis' olerance for udeness, children/people learn that s okay to 2 it wwew s} comarticleshow-google-
3 be rud nterferes-with-is-search-algorithms-and-
2 changes-your-resuls-11673823753 (7], 2019)
TECOGRIGN AT TOT
producis and |accurate.
services are constantl creating & model
apis-hatwill-leave-yo-impressed-and-
g Vet e concermed! ((68),2019) e Ao f"sh”l";:[fh :gg":‘;ggg;:;':'gf‘;h;‘m;yu;ee-
MNIP.4 [emotion(s) for manipulating the interest. Moreover, using af isproneto |Empl track v ! X TEn ‘g LEoL olherlh:nds nostics | S-1108 - Algorithmic Accountability Act of 2019*
e or. 2 i i rows eerences] [t R | e O
recognition-technology?zd=18zi=g5wgks36 P Impe
[FDEGED Turn off webcam and use a lens cover. | Allow users to have a "basic” non-personalized
Stay aware that use of your feedback info
e e
e as an iris reading sensor
Facebook's widely denigrated "experiment” with emotional | 28/facebook-manipulated-689003-users- h ; S. 3411 KIDS ActH.R.1585 - Violence Against Women
MNPS [0 manipulation. (L agency. Victim of manip e A mshesdseLmsyb{::‘:ed in atiempts by Brnt e D
28 nudge or herd you at a particularly key
emotional or physical moment.
|A.Kids are often an afterthoughtwhen t comes (o research;
said Michael Robb, director ofresearch at Common Sense
Media Stay aware that use of your e
Exposure to influential services and B Bnods
roducts marketed without The research here is st p which is a asan s reading sensor HR.5703Kids PRIVCY Act, S, 3411 KIDS Act, Draft United States.
MNIP6 |reasonable and appropriate research [(oumaybefmenipuiaed and impactednirays st sranot B youg litle concerning given how much more quickly VR is being s headset, may be used in attempts by | Consumer Data Privacy Actof 2019, S. 1558Artificial Intelligence
or understanding of impact on adopted into American homes. There's a call o acton for |11, 2018) hose systems and thlr inferesis 0 sway, nitative Act
user(s). researchers to help better understand what both the short- and nudge or herd you at a particularly key
long-erm effects are going o be on children, because right emotional or physical moment.
now s like a big experimentn real e where we doni really
now whats going to happen.'™
"
2010risk paf (72],2019)
|A. "Toxic language (e.g., hate speech, sbuswespeech or other
orty
fyou are a minorty. you are likely o groups and can catalyze them.."
in machine learing and Al,such being tued down for credit, o igher| (731.2016)
Computation bias negatively impacs . Talk to your congresspeople. Educate 52355 - End Racial and Religious Profiing Act of 2019, 5. 847
A1 |Compual Inrest ates, imiar il wih procuing a merigage. Worse, he (8. "Yet someting odd happencd when Brden and Prter ot Coraesebe e e ey Ay
increasing use of ML in the criminal [were booked
systemic incarceration of people of color vediing v linood o ooch corvaing« e crme. |nipsnews bekely suston umpimorigage-
— who s black — was rated a hgh ik Prater —who [algorithms-perpetuale-racial-bias-n-lending-
s white — was rated a low risk” sudy-nds/ (74],2018)
hips iwww ruhabenjamin comirace-afler-
echnology (75, 2019)
5108 - Algoritmic Accountabilty Actof 2019, 5 2355 - End Racial
» . Faces el Educate and Religious Profiing Actof 2019, S. 847 Commercial Facial
AIMC.2|Facial recognition is biased e write this [Equally." - Racism and sexism in facial recognition 2019) () your friends. Get active [Recognition Privacy Act , Draft Data Accountability and
Transparency Actof 2020
|automated decision-making: Wht n s, dvuling senitve nfrmation_even o3
Aulomaled ecislonmakng. vusted enity—may have later epercussions f aws or
e contracts change. For instance, when a government changes
Ao [Pvoved o purdy mechanca | [SOMarecantacrnl conestulnusnce. Sotwarebesrste poliessbothealh nsrance o immitaon,hen sensie. | psgtaarians wtaniand duCH cducate 5 1108 - Agorihmic Accountabily Actof 2019, HR 4978 Oniine
decision-making by software. ; your friends. Getactive Privacy Actof 2019*, S. 1558Artificial Intelligence Initiative Act
no way to opt out ovsulomsled decision mskmg Dreemslmg medical conditions or undocumenled wmrmgrsnon 2017)
Decision making is subject fo toally ey ol v detimental Lo
ovaque aigorims,and deny due s w0 orgablo 0 5325 niopll 2018 00781100
01 (77).2018))
g
H
S
2 htips fidigitalcommons law. umaryland edulcgilvie|
E weontent cgi?article=3759&context=mir ({55}
£ Chinars ctizen scoring based on behavior
3 5.1108 - Algorithmic Accountability Actof 2019, HR
© Freedom of choice and movementis sifed based on judgement by . - hips:oybertaw stanford.edupublicationsiscored
D | AMGA [Gitzen Scoring "Scored Sociely' |oviemnal ovsiome feading of dots metitn Those Metieason ba bissed [[China has blocked miions of discredited” ravelers from oo ralk to Educate 2231Algorithmic Accountability Act , S.2355 - End Racial and
£ buying plane or rain lckets as partof the country's your fiends. Getacive. Religious Profing Act of 2019, . 1558Artfcial Inelligence Iniiative,
H as certain points ofview are in positions of power. : : 2014)
3 controversial ‘social credit”system aimed atimproving the JAct
E penaviorof itzens." (79}, 2019) ntos e heguardian comworid2019imar 1
]
ravel tickets-social-credit-system (79],2019)
"Allocating roles and funciions between the human and the compueris
critcal in defining eficient and eflecive system architectures, especially
in the contextof human supenvisory control.”
(801 in a study examining commercial pilot nteraction with Automation Bias n Ineligent Tine Crlical ||| 0
| Automation Bias: humans tend to trus| automation in an enroute flight planning tool, pilots, when Decisi Conee of your miention indvos‘gmeck o s HUB Algorithmic Accountability Act of 2019, HR.
AMC.5 |Eonclusions reached by computers | "Human errors that resull fom automation bias can be further given a computer-generated plan, exhibited significant [Support Systems” [ link: ot fyou would agree mg omalad
more nan conclusions eache by decomposed it etors of commision and omission Avomaton bias aulomaton L sce fyou would sgree wih avbmaled. ey Al 5 5657 Mind Your Ou Busness et 5. 1550ATca
humans. errors of omission occur when humans fail -optimal.* =10.1.1.91.26348rep=rep1atype=pdf] (80}, |90 0ne faer Han SIPY SceoR o9 inteligence Iniative Act
e muormaion does ot er v, whie erorsofcommision ocer | {01 2012) ' you i
when humans erroneously fllow automated direcives or
recommendaton
(801
Narylargecrguiztons oy on - Th s wory caring esumastorcontoulKyncrds and 5108 - Algorithmic Accountabily Actof 2019, HR
AMCS T e for relevance, and sending now-1o-get-your-resume-past-he-system-into- 2231Aigorithmic Accountability Act 5. 2763- Filer Bubble
nelp pre-filer resumes.* (31) s he mostavltod anes g o reviow (371 numan-hands (81)) ¢.5. 1558Articial
1850
- i [ acta recoon 51108 - Algorthmic Accounabilly Actof 2019, HR
ey [cpdaingemoton fomfce foryou using — nuanced,a person with oran [*1#-oeremotons (7 2019 2231 Algorimic Accouniabiy Aq 5. 647 Cormeril Facial
abouta person's emotional state. about your emotions. feature chsrsclenslms andior physms\ habits may be misread. htips Mheoutine. com/posl/BHB/unk emonon— F:rescnl:gr;\::r:\cPrAw;iy';\uc;.uDrsn Data Accountability and
recognition-technology’ ks36 e 4
(521.2019)
By 5
sysiem searches wil be used In atiempis
by and their interests to
interieres-wi-is-search-algorthms-and- sway, nudge or herd you ata partcularly
information based o | S
FID.1|Search Engine resultfitring place by the search engine. Your version of realty and "rulh*are |data results erie2sal(En 20te) hevimoners B A, WO
impactec lheﬂlermgohnvormslmn urvel
opportunity o use search
(381,2011) systems and/or settings that uphold
organic daia resuls and are socially
agnostc
[AHouse committee thinks your boss should be
able o see your geneticinformation
Employer on ONAformat ) 5. 1842Protecting Personal Health Data Act, Genetic Information
orpeyer | eory | Mandated sharing of an employer . they could use  [for instance, you are genetically predisposed to Alzheimer's T q Nondiecnmintion Actof 2008 (GINA). Heslth heurance Portabilty

with employer

thatinformation to discriminate againstyou

and are over the age of 50, the.

discrimination-gina-workplace-wellness (182],
2017)

and Accountability Actof 1996 (HIPAA)
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