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This workbook is used to capture the detailed raw data for a mobile app audit.
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1-APPLE PRIVACY LABEL

<Cut and paste Apple Privacy
Label>
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2 - PERMISSIONS AUDIT

Tool to help vendor better understand what's For each ofthe permissions requested by the app listed below, answer Every permission you request, ALL of the SDKs have access to that
happening in your apps, and also prepare you each of these questions: information.

forinevitable transparency/disclosure and - Do you need thisinfo?
ultimately closer compliance scrutiny. -What isit being used for (precisely)? Ifyou don't have a trusted relationship and a contract, remove the
- Areyou able to get this same info with a less exact piece of data? SDK. You are the Data Controller and are responsible for the
behaviors of these Data Processors/co-Data Controllers.

Android App Permissions

PERMISSION DEFINITION/PURPOSE HOW DO YOU (Data Controller) USE THIS? HOW DO PARTNER SDKS USE THIS?

e.g. Access Fine Location Access fine location sources, such as the Global Positioning System on the phone,

where available. Malicious applications can use this to determine where you are and
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It's a given that information is being
shared without consent. Further
we want to evaluate the potential
risks associated with each SDK. Ina

Score between -3 and 1 // Utilities
that are known safe are a 1, Neutral
Utilities a 0, location utilities a -1, all
advertising and analytics SDKs some
form of a negative number unless

This historical data
is provided via the
Me2B
AppFigures.com

This historical data
is provided via the
Me2B
AppFigures.com

Categories include: Advertising //
Analytics // Device Utility / Library //
Mediation // Marketing // Map
(Location) // (((Most of the Analytics
companies also work with Advertising

Many of the analytics companies in the mobile
space create cross-app IDs. Their goal is to track
users in similar ways to advertising networks.
This is a beta field with not 100% confimed
results for whether a global ID is created or not.

sensei, we're scoring ‘::?Ch known safe analytics (rare) which Account Account companies and could be sharing or
SDK/"data processsor". . . . .
should receive a 0 selling segment information))
ANDROID D
oes the SDK create a cross-app ID or
SDK Product Name — — CATEGORY o v o
nstalle S tore il Seore isit an advertising network?
Uninstalled Uninstalled
3 - SDK AUDIT Page 6 of 16
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4 - NETWORK TRAFFIC AUDIT

DIRECTORY / PARENT
? TY
VENDOR URL SUBDOMAIN DOMAIN FILE IN SDK AUDIT? COMPANY APP NAME APP TYPE

e.g. https://use.typekit.net use typekit N N Adobe APPNAME HERE i0OS
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5- FIRST OPEN -NO COMMITMENT

# DATA COLLECTED BY DATA CONTROLLER DATA PROCESSOR / 3RD PARTY SHARING ALS RETQL"‘;;’AG:AT;?TSTOPP'NG

DATA PROCESSOR /CO- PROCESSOR DATA PROCESSOR RISK
DATA COLLECTION METHOD ID SCHEMA DESCRIPTION ID DURATION CONTROLLER NAME PROCESSOR STATUS DESCRIPTION CATEGORY ID SCHEME
Controlier / Category ana sk assignment or  Igentmicanion (join Key) scneme
or/ 3rd Party  being used for Data P or/ Data deleted after commitment revoked/ended?

Wnat Kina of lgentmication (aka Join Wnat is the auration o tne Iaentincation . }
List of 3rd parties receiving

created by the data Proce. / (e.g. SDK ) each Data Proc:

Data is :
Name of data Y o e key) is bem‘i f‘fifid_ "by the Data  (join key) sc:ir{venliejﬂ?"“

! NA no commitment in this state.
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6 - LOCATION COMMITMENT

DATA
Name of data

LOCATION COLLECTION BY APP

DATA COLLECTED BY DATA CONTROLLER

COLLECTION METHOD

Datais :
Volunteered / Observed / Derived or

JOIN KEY DESCRIPTION

What kind of identification is being

created by the Data Controller?

Me2B Safe Spec for Respectful Technology

ATA RETAINED AFTER STOPPING
DATA PROCESSOR / 3RD PARTY SHARING COMMITMENT

DATA PROCESSOR /CO-
CONTROLLER NAME

PROCESSOR DATA PROCESSOR RISK

JOIN KEY DURATION
DESCRIPTION

WNGL S e QUraLon Of Ine [GeNIICatoN oo/ ot e
scheme being created by the Data ats (e.g. SDK) each Data Processor/ 3rd Party  being used for Data Processor/

PROCESSOR STATUS

Controrier /

ID SCHEME

RY
Calegory ana sk assignment 1or  Igentiricanion (join Key) scneme | Lala aeletea arter commiment revokea/enaeas INote.

that this is NA for every storage location except

Me2B Alliance: CC BY-NC-SA 4.0

6 - Location Commitment Page 9 of 16



Me2B Safe Spec for Respectful Technology

7 - APP NOTIFICATIONS COMMITMENT

DATA RETAINED AFTER STOPPING

DATA COLLECTED BY DATA CONTROLLER DATA PROCESSOR / 3RD PARTY SHARING COMMITMENT
DATA PROCESSOR /CO- PROCESSOR DATA PROCESSOR RISK
DATA COLLECTION METHOD JOIN KEY DESCRIPTION JOIN KEY DURATION CONTROLLER NAME  PROCESSOR STATUS BESCRIEON ID SCHEME

CATEGORY
controner Laregory ana sk assignment 1or  1GeNTTICATIoN (joIn Key) scneme | Lala geletea aner Commument fevoKea/enaeas INote.
(e.g. SDK) each Data Processor/ 3rd Party  being used for Data Processor/ that this is NA for every storage location except

wnat is me auration or (e 1aenurcation

Datais : What kind of identification is being scheme being created by the Data

Volunteered / Observed / Derived or created by the Data Controller?

List of 3rd parties receiving

Name of data
data
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8 - MARKETING COMMUNICATIONS COMMITMENT

DATA RETAINED AFTER STOPPING

DATA COLLECTED BY DATA CONTROLLER DATA PROCESSOR / 3RD PARTY SHARING COMMITMENT
DATA PROCESSOR /CO- PROCESSOR DATA PROCESSOR RISK
DATA COLLECTION METHOD JOIN KEY DESCRIPTION JOIN KEY DURATION CONTROLLER NAME  PROCESSOR STATUS BESCRIEON ID SCHEME

CATEGORY
controner Laregory ana sk assignment 1or  1GeNTTICATIoN (joIn Key) scneme | Lala geletea aner Commument fevoKea/enaeas INote.
(e.g. SDK) each Data Processor/ 3rd Party  being used for Data Processor/ that this is NA for every storage location except

wnat is me auration or (e 1aenurcation

Datais : What kind of identification is being scheme being created by the Data

Volunteered / Observed / Derived or created by the Data Controller?

List of 3rd parties receiving

Name of data
data
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9 - ONE-OFF TRANSACTION COMMITMENT

ATA RETAINED AFTER STOPPING

# DATA COLLECTED BY DATA CONTROLLER DATA PROCESSOR / 3RD PARTY SHARING
COMMITMENT
DATA PROCESSOR /CO- PROCESSOR DATA PROCESSOR RISK
DATA COLLECTION METHOD JOIN KEY DESCRIPTION JOIN KEY DURATION CONTROLLER NAME  PROCESSOR STATUS SR e ID SCHEME
Datais : What kind of identication is being “¥1LIS 118 QUIATON OT N IAENUICAION "oy et Controtier / Category ana nisk assignment 1or  lgentiication (oin Key) scneme | Lata deleted arter Commument revokea/enaeay Note
scheme being created by the Data

e.g. SDK c 3rd Pa s ata ;
Name of data ety S croated by the Data Controler? 1g created s (e.g. ) each Data Processor/ 3rd Party  being used for Data Processor/ | that this s NA for every storage location except
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LTY PROGRAM COMMITMENT

DATA COLLECTED BY DATA CONTROLLER

JOIN KEY DURATION DATA PROCESSOR /CO-

CONTROLLER NAME
wnat s tne auration o tne iaentrication

List of 3rd parties receiving
created by the Data Controller? EEiD LRy sy by (o 2 data

DATA COLLECTION METHOD JOIN KEY DESCRIPTION

Datais : What kind of identification is being

Name of data Volunteered / Observed / Derived or.

PROCESSOR STATUS

Me2B Safe Spec for Respectful Technology

DATA RETAINED AFTER STOPPING
DATA PROCESSOR / 3RD PARTY SHARING COMMITMENT
PROCESSOR DATA PROCESSOR RISK

ID SCHEME
DESCRIPTION CATEGORY
Calegory ana sk assignment 1or  Igentiricanion (join Key) scneme | Lala aeletea arter commiment revokea/enaeas INote.

each Data Processor/ 3rd Party  being used for Data Processor/ | that this is NA for every storage location except

Controner /
(e.g. SDK )
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11 - ME2B MARRIAGE COMMITMENT

DATA RETAINED AFTER STOPPING

DATA COLLECTED BY DATA CONTROLLER DATA PROCESSOR / 3RD PARTY SHARING
COMMITMENT
DATA PROCESSOR /CO- PROCESSOR DATA PROCESSOR RISK
DATA COLLECTION METHOD JOIN KEY DESCRIPTION JOIN KEY DURATION CONTROLLER NAME  PROCESSOR STATUS SR e ID SCHEME
Datais : What kind of identication is being “¥1LIS 118 QUIATON OT N IAENUICAION "oy et Controtier / Category ana nisk assignment 1or  lgentiication (oin Key) scneme | Lata deleted arter Commument revokea/enaeay Note
scheme being created by the Data

e.g. SDK c /¢ s ;
Name of data ety S croated by the Data Controler? 1g created s (e.g. ) each Data Processor/ 3rd Party  being used for Data Processor/ | that this s NA for every storage location except
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12 - REMEMBER ME COMMITMENT

DATA COLLECTED BY DATA CONTROLLER

DATA COLLECTION METHOD JOIN KEY DESCRIPTION

Data is :
Volunteered / Observed / Derived or

What kind of identification is being
created by the Data Controller?

Name of data

REMEMBER ME COMMITMENT

Me2B Safe Spec for Respectful Technology

DATA RETAINED AFTER STOPPING
COMMITMENT

DATA PROCESSOR / 3RD PARTY SHARING
DATA PROCESSOR /CO-
CONTROLLER NAME
Wnat Is te auration or tne iaentication

List of 3rd parties receivin
scheme being created by the Data istorsra /(/7[7 ving

PROCESSOR
DESCRIPTION

(e.g. SDK)

DATA PROCESSOR RISK
ATEGORY

Category ana nisk assignment ror
each Data Proc 3rd Party

JOIN KEY DURATION PROCESSOR STATUS

Controlier /

ID SCHEME
Iaenurication (oin ey,
being used for Data P

scneme
or/

Lata aeletea arter commument revokea/enaed Note
that this is NA for every storage location except

KEEP ME LOGGED IN COMMITMENT
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13 - GENERAL

DATA ACCESS REQUEST DATA DELETION REQUEST

- - - o
Link to provided data (Data Data Processor/ 3rd Party Data Al i Gl GEER Response received? (Permission Proof of downstream data

? ived?
440l D e it fesponseleceied Usage Record) Included? Revocation Receipt) deletion?

Link to provided data.
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