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1 - Software Safety Specification for Websites and Mobile Apps - Introduction

How to use this Workbook

As a website provider/maker and data controller, you can use the Website Rubric to evaluate your own websites, by running each test on
your own prior to applying for a Safety Audit.

It is STRONGLY suggested that you familiarize yourself with the Me2B 101 series of Flash Guides that can be found here:
https://me2ba.org/library/#flashguides

Please refer to the Internet Safety Labs Glossary also for terminology. https://me2ba.org/library/glossary/

There are data collection templates for the website audit.

In applying for a safety audit, you will be required to complete the Data Controller Questionnaire.

How to Scope a Website Safety Audit:

When performing a Website Safety Audit, the Auditor and the data controller will agree on the scope of the audit, and specifically which
pages will be tested. The Auditor will prioritize pages based on:

- Page reach

- Sensitivity context of page,

An audit should cover minimally 5-7 pages, but varies depending on the size and nature of the website.

The Auditor shall first identify all of the Me2B Commitments that appear on the selected webpages.
The Audit shall consist of the following tests:
All of the tests on the "All Commitments" tab,
The "Per Commitment" tests shall be run for each Me2B Commitment found in the selected webpages (see list of Me2B
Commitments below), and
The "Location Commitment" specific tests found on the "Location Specific Commitment" tab.
The "Account Creation Commitment" specific tests found on the "Account Creation Commitment Specific Commitment" tab.

Internet Safety Labs: CC BY-NC-SA 4.0 1 - Audit Introduction
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How to Scope a Mobile App Safety Audit:

When performing a mobile app Safety Audit, the Auditor and the data controller will agree on the scope of the audit, and specifically
which UX flows & "pages" of the app will be tested. The Auditor will prioritize flows based on trying to cover all of the Me2B
Commitments that exist in the app.

The Auditor shall first identify all of the Me2B Commitments that appear in the app.
The Audit shall consist of the following tests:
All of the tests on the "All Commitments" tab,
The "Per Commitment" tests shall be run for each Me2B Commitment found in the app (see list of Me2B Commitments below),
The "Location Commitment" specific tests found on the "Location Specific Commitment" tab.
The "Account Creation Commitment" specific tests found on the "Account Creation Commitment Specific Commitment" tab.

List of Me2B Commitments

First open / no commitment

Local Storage Commitment -- covering cookies and all local storage.
Location Commitment

Promotional Communication Commitment

One-off Transaction Commitment

Contact Us Commitment

Loyalty Program Commitment

Account Creation ("Me2B Marriage") Commitment

Internet Safety Labs: CC BY-NC-SA 4.0 1 - Audit Introduction Page 6 of 11



2 - REQUIREMENTS FOR ALL COMMITMENT.

ly to the.

andare Me2B Commitments that in the service.

Test Scope: Th

Do NOT use the IAB's TCF. (TCF should stop generating an
ID and sharing it, and every org that receives an ID, its a
version of the 1D.)

ALt ALL ”T"C“;:‘,“‘" controller use the IAB's transparency and consent framework ©  [Notlncluded Q  [NotIncluded Data Controller Questionnaire Data supply expert NA Use of the IABs TCF (-1), and data processors don't support opting out (-3)
Or use the 1ABs TCF and make sure that the data processors
upport opting out
hutps:/foptout.aboutads.info/?e=2& lang=EN
AL2 ALL Data controller use of information from data brokers. ©  [Grey Area. see Art64) ©  [NotIncluded Data Controller Questionnaire Data supply expert NA ﬁ:’;“m bad ol dat info € o ot data info for marketing, customer
ArtS; Ar21 B can sellshare after
AL AL Data controller seling or sharing information with data brokers. T |receiving Me's consent. Me has right to T [0 B e el |Data Conrller Questomnaire Data supply expert NA No use of data brokers. 3 == data controller sends data to at least one known data brokers.
[object to processing at anytime. ut must provide notice st
ALA(1); ArL15; Me can request info
Whetherdaa subjectcan request and pyof Persons Dat pehavioalinformation coud ’“‘:,“““:' data subject can easily request a copy of Personal Data
st and receive a copy of Personal Data e automated decision-making prong o F— s et (1o e
AL AL (definitions per GDPR Article 4 (1), and Artcle (15)) including data |t includes profiling, and requires 1798.110; Me can request (deftitions per GDPR Aticle 4 (1) aud Atile 15), and o way for data subject to request copy of Personal Data, or data subject
= 1T info but Bs do not need o~ [Observed UX UX Expert NA receives an electronic copy of all Personal Data including
[providedinput by the data subject, ~ observed, derived, and purchased tormation o e ogc molcd recuested Personal Data but never received.
P —— . i, provide behavioral info. behavioral information within 30 days, in a format that is
niormation about the data subject e anee an casy for the individual to understand.
enisoged comcauences of such
processing for the data subject.”
As A Whethcedta st ca equst changes o Pesonl Dt = |anieve = | Veancomet oy qux U e N bt o, el oot gt Pt D o (3= it No sy o st et et cangs (el D, o s
i . data subject can casily request o have Personal Data deleted | -3 — Either no ability for data subject 10 request deletion of Personal Data, or data
ALG ALL her data subject can request to have Personal Data delete A e = . bserve UX Exper Y
Whether data subject quest 0 have P 1 Data deleted Ar17; Y 1798.105; Y Observed UX UX Expert NA and the changes take place within 30 days. subjected requested deletion but it was never deleted.
AL7 ALL Whether the privacy policy s for the actual data controller (business)? ©  |Notincluded ©  [NotIncluded Privacy Policy Analyst NA :;“":f“'m“” policy is for the actual data controller Privacy policy is not for the actual data controller
AL AL Whether the terms of srvice poliy is for the actual data controller © |Notnchues ©  Notncutea s of Sevce Pty st N 1 the terms of service policy is for the actual data controller |3 — Terms of service policy is not for the actual data controller
(business) (business).
AL AL Srvioe's useof adverisingfd related loslsoage O |Nortneudes ©  |Notmetudea [E— U xpen Na Ot conent i gre o personalized ads. Bfore consent, e iz s appes on webste withou conse. (3)
ALT0 ALL I the service uses Facebook advertising. Q |Notincuded Q Mot tncludea Observed raw data Data supply expert NA [Not sharing with Facebook Sharing with Facebook (-3)
AL ALL I the service uses Google advertising ©  [Notincluded ©  [NotIncluded Observed raw data. Data supply expert NA [Not sharing with Google Sharing with Google (-3)
Test Scope: this series of st the produc: identity, tion, and securit

Art 472)n); Ar24(1); Art32; B

Data Controller Questionnaire; Summary

INIST Cybersecurity Framework (CSF) Protect: PRAT- 1, PRAT-
2, PRAT-3, PRAT- 4/ NIST SP 800-53 Rev.5AT-3, PM-13, SA-9,

Organization provides annual, and as mandated, training to
applicable internal/contracted audit, privacy

Organiaton hasnot et rgulsory mandat 0 trinpersonnel cllcing,

doesn' create a new persistent ID.

Data controller doesn't create a new persistent ID,

uilizing, and responsible for safeguarding Not Included but sce SA-16/HITRUST Conirol Category O1.¢, 02¢, 13./ PCIDSS wilizing ble
SE1 Al ’ = |Workforce that i involved in da results from Pre-Crifications mention: rity Expert information/cyber sccurity and legal personnel in relation
sensitive/regulated data are briefed and trained orkforee hat s involved n s O {78 100te) blow resuls from Pre-Certificaions mentioned | Securty Expert Requirement 6, 9/ FFIEC Domain | Cyber Risk Managemen and plormation yber sty nd el personnel i ehton 0 (o awareness and training program defined per bestleading practices
P ' Oversight - StrategiestcPolicies, Training/ 1S 27001:2018 AG.LI, [ ooee D0 privacy reg ol Identified personnel not required o receivereport completed training
21,4722
NIST Cybersecurity Framework (CSF) ID.GV-4, PRAC-1,
PR.AC4, PRAC-S, PRAC-6, PRAC-7 / NIST SP 800-53 Rev.5 4 AC-
1, AC2, AC-3, AC-5. AC-6, AC-T, AC, 12, AC-14, AC-16, AC-20, AC-
24, IA-1, A2, 1A-3, IA TA-S, 1A-6, IA-T, IA-8.1A-9, IA-10, 1A-1 1 .
 The capability and implemented security controls 1y provid Data Controller Questionnaire PM-3, SA-2/ HITRUST Control Category 01.a, 01.c, 01.d, 01.¢, 01.q, ?’S“""f“"’"":i“:‘“‘:“"’“"‘;“fif"."“’:‘fm‘“"“w 3‘ ':‘:'sl"““”y dentifiable Information (PI entered by user is captured/stored in
SE2 Al © capablliy and implemented sceurity controls 10 seeurely provide T |Ar 32 Butitis very broad T 980099323 resls fom Pre-Confcations mentioncd [Secury Exper 01.0.02,02., 135 /PCI DSS Requirement 2,3,4,6,7.5, stor,and authntiateons deniy by uilzing securs plain tex
access and to create, manage, and authenticate one's dentiy. o e transfer of cred i E in plain text
i Column 10 Domain | Cyber Risk Management - Audit, Domain 3 storing Personally Idenifiable lnfnnmmnn(!’ll) - 1==Product docs not offer secondary factor (2FA) for authentication.
Cybersceurity Controls - Infrastructure Management, Access and Data
Mangemet, Anomalous ActiviyDeecton, Do Cyber nciden
Management and Res Detection, Response and Mitigation.,
Excalaon ind Reporting 150 27001:2018 A 6.7 7, A5, 11 A13
NIST Cybersecurity Framework (CSF) Protect: ID.GV 3, ID.GV-4,
PR.DS. 1, PR.D: DS-3, PR.DS-5, PR.DS-7. PR.IP-6, PRIP-
12/NIST SP 800-53 Rev.5 AC4, AC-5. MP-6, PE-19, PM-3, SC-8,SI- |
1798.100(c); Bsshall 2. 514/ HITRUST Control Category 06.d. 061, 0. . I A
pliance and technic i sensitive or requla implement reasonable Data Controller Questionnaire; Summary 13.q/PCI DSS Requirement 3, 9. 10 / FFIEC Domain 1 Cyber Risk o e o " s 3= Verified successful data breach incident (<180 days or unresolved)
SE3 Al The compliance and technical capability o protectsensitive or regulated T | T |sccurity procedu results from Pre-Certifications mentioned [ Security Expert Management and Oversigh - IT Asset Management, Audit; Domain3  |comhiance (& GDPR, CCPA, PIPDEA, GLBA, et External Regulator/Auditor "data protection” material weakness noted
data ! Sensitive/regulated data should be safeguarded (encrypred or
practices appropriate o the  {in Column H, (Cyperscuity Cotos - Aces ad Data Maragen. Event natedelasafied to negate or mimimine harm commed by dta Absence of data protection policies or programs
nature of the P1 ction; Domain 4 External Dependency Management - Conn R, o Y
Comrae Domin s Cober ncdent Managerment nd Reslene, N
Planning, Testing, Detection SO 27001:2013 A.6,7.8,9. 10, 11,
13,14, A16.16, Clause 9. Clause 10
NIST Cybersecurity Framework (CSF) Protect: PRPT-2, PRPT-4,
PRS- 1. PR DSen, PR DS, < NIST SP 80053 Hw 5 AG.4, |Session layer ncrypion and secure protocos (.. Secure
iy Sockets Layer (SSL), for sensitive and regulated data in
SC8 SC1L SC12 SC13, 21, SC-22, SC-23, 8C28 5C- i protected encrypted at the web, mobile, plemetaion of s prtacols o ypionecology Gpplit
50 Mes g sitis protected encrypted at the web, mobile, et No implementation of secure protocols o encryption technology (application
Whehercncryptonsanardsproocolsare cmployed s da and 1798.150; Me's whose Data Controller Questionnaire; Summary 38 SC31. S "'TR“STC""‘““"“" w101 PCIDSS application evel (producton an non-producton)per NIST o dta repostories
Not expressed in Art. 25 but it could be nonencrypted PI i subject o i ; Requirement 1,3, 4,/ FFIEC Domai ersecurity Controls 4
se4 Al ested), handled, processed. stored. or Q  |Novexpressedin Arv 23 buie D {romeneryred PLis SISE e rom pre Confcations mentoned | Securiy Bxper N best practicesiguidance; o includs persoually identifisble Insccurate 1 standard encryption/secure protocols per dath type (6.8,
pr:n\ud frted to be privacy by desig IO i Column s o e 150270012013 A 611, 4721 information (PII) shared by user (form/fild based entry). financial, govt. ete
A722.A82.1, A822. AS23A831 AB32 AR33A9LL  |Sensitive and regulated data at rest (production and non- Dcp\mmmlofanhavc legacy secure protocols
A912 A923 ADAL A9AL ADAS ALOLL ATLLE [production) i protected by native or 3rd party encryption
A1LIS A1 ATL2S ATI2T ATL29, AIRLL AL, ol s
technologies.
A1321,A1323, A 1324, A 1412, A 1413
NIST Cyersecurty Framewor (CSF) Kenfy D SC-4 Respond: | (P il s i, sl g sty . " ot e et et g
Whether theapplicaton/product hs riical o high vulnrabilies Data Contoller Questionnaire; Summry RS.AN -/ NIST SP 800-53 Rev. SRA-S, S5, PM-1S/ HITRUST [ Coeiete o neect B Someirees, T o B0 No ﬁ“":i?’ lidacon compload o> 18 mants
SES Al (security assessments) that could potentially lead to exposed or leaked = |ann2 Q  [Notincluded results from Pre-Certifications mentioned | Security Expert Control Category 030, 05.d, 1.0, 13., 130/ PCI DSS Requirement L T00 K Bty oRe o o Testing o eamentod remtiations ik baeed acecptance of dentified High or
sensitive information and defined remediation plan(s) in Column H. 5, 6/ FFIEC Domain 3 Cybersecurity Controls: Secure Coding, Threat | (ot mh‘ycwm;“mwc“;m e Criieal ainenabilites P! !
and Vulnerabilty Detection’ SO 27001:2013 A.152.1, AL
-3== No encryption in place on sensitive/regulated data (personally identifiable
’ . information) at any/alllevels of the tech stack (c.g.,data at rest, data in motion, etc.)
Whether data controller enerypts all Personally Identifiable Information Data controller encryps data at rest and in transport using optimal Data controller encryps data at rest and in transport e e vadands and sccurmy v prtocole. o
SE6 All at rest and in transport with the most respectful encryped string and T a2 Q  |Notincluded Data Controller Questionnaire Security Expert recommended methods for each type of info. optimal recommended methods for cach type of info. o ..‘;.‘,M\kmg, e o m;’;ym” P &

Data controller doesn't create a new persistent ID,

Utilization of native encryption protocols vs. enhanced 3rd party cneryption
protocols and standards

Intemet Safety Labs: CC BY-NC-SA 4.0
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SAFE & RESPECTFUL COMMITMENT TESTS - TEMPLATE
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999 305000210 and
999 305(0)200)
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[ATTRIBUTE 6: REASONABLE DATA USE & SHARING BEHAVIOR
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SAFE & RESPECTFUL COMMITMENT TESTS - TEMPLATE
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a1 Commiment Frocsssing Wathos dita 5 e e IS} O Nottncutea ot Inctdet ot Inctdet oeof

ey st comport withthe pesmissions & changes = 20% ftheaplonschang h ervi'sbehavior ntheexected oy

ot Inctded e
) 0aa I a1y A 6 Ar, L wiopoviding |
T2 | oo Commiment s pplcble ngunge s
Protorences & permissons Sbjectspermission and rfeences. O [t R 5 S [ A v
e |subject makes any changes.

47 | e Commitment 0aa A 11 Ar 6 AT N N Commimen,changesprining 0 dat procesor & - ¢ bbavir

soon s the dta subjct maes any changes.

e dta processorsco-contolersehavior i he xpectod way.

291 |<ou> Commitment

[ATTRIBUTE 9: REASONABLE COMMITMENT DURATION

18t deiult commitment draton i essonsble & appropiste fo the
nd the

Sommitment and the type of service, For ongoing long-lived

commitments: The <xxc Commiment is expeeted o nd when e

Similar (o the legal requirement (0 ot store data

©

Serice (o ends the comitment per the Tems o Servi

Subject’ personal daa for longer than is
Iccessay forth specific purposes for whichthe
s procese

[No, but the GDPR dossprovide Dat Subjects

Similar t0 1798.100(245)

Thefase states that P or SP should not b rtined

[ATTRIBUTE 8: DATA PROCESSING MATCHES POLICIES
a1 © [ [Tl e e bt O [ : 2 ;
202 | conmiment o S e, © [iwieinci e [l S |mme o s remestsos 2
(AU At 7; ArL(1); | The law does not go into this detail but there is &

283 |<xocs Commitment (8) Data Pracessing Matches Policies e e e ) a4 R i | e Q  [Notincludea Not Included Not Included )
24 el KN S et SIS Tem i
A8-5 | <ooc Commitment (8) Data Processing Matches Policies ‘That the observed data sharing behavior of the data controller maiches © |Notincluded INot Included [N [Not Included [Not Included [Not Included ? L

That the abserved dat sharing behavior o th data contoller maches B ays, and shares
e ©  [Notnchuded ot nchaded ©  |Nottochuea No nctued o nctued o

Deta lof service. — Observed data controller data sharing behavior has one or more less scrious mismatches with the terms of service.

Tor the purpose.

what it considers
reasonabie.

[ATTRIBUTE 10: COMMITMENT TERMINATION & CHANGE BEHAVIOR

[COMMITMENT <--> Me203 APPROVED DEFAULT DURATION
- None
Ssion ain

- Local Sorage
Location Durstion

Comarts Uil e e conet s e compily g
Uil datasubjcet o daa controllr teminates

- One-off Trans A long s data contoler egalobligaions require.

- Loyalty Program  Unil data subjct o dsta controllr temintes

gsiend <xxx> commiment;

con G i s G
A0 | Commiment T g0 B0 iy oy s or hnge heconmiens © [ mmwmwb,mW,.wmngm [SI T Not nctued Not e .
e, e it s ot s oy e
(108)Commiment Ternaton & Gange Sehavir- o 3istote IR AR —
JUTP e — rminaion & Charg SRR v s i i 1 W,WW U - v sy Moot [P bt caniew onins o spaly @
romitons [— s seny O R———
e — et = o b s e :
1798.105(0) for exceptions o ol
- ] oo e G conles s e C
K104 | o Commmt Teriten s | = ety [ T - ; I
et [controllers. |Co-data controllers and data proc do receive notification but don't delete data on commitment termi 3)
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4 - LOCATION COMMITMENT REQUIREMENTS

Me2B COMMITMENT

Location Commitment -

SAFE & RESPECTFUL
COMMITMENT ATTRIBUTE

WHAT'S BEING MEASURED

If the website uses browser level

GDPR MAP

B-s may collect location data

CCPA/CPRA MAP

1798.140(w); Precise
geolocation is treated as
"Sensitive PII". Me-s have right
to limit use to what is necessary

A USED TO
MEASURE

EXPERTISE
NEEDED TO
EVALUATE

BEST PRACTICE (SCORE = +1)

No use of browser level location
tracking & consent.

PASSING BEHAVIORS (SCORE = 0)

No use of browser level location

FAILING BEHAVIORS (SCORES -1 to -3)

Use of browser level tracking & location

Lc1 All ) Iy aft ving Me's ! ved UX X Expert
Browser Level location tracking & consent Z;‘n)::mu recetving Mes to perform the services or Observed U UX Exper tracking & consent. consent. (-3)
sent provide the goods reasonably
expected by an average
consumer.
) ; If the site automatically determines . Site does not automatically calculate  [Site does not automatically calculate ) ) N
Location Commitment - data . X ation. E M N S a s loca
Lc2 (5) Private by Default |location without data subject Art.6 violation. Not a lawful Not Included Observed UX UX Expert location, and asks for consent touse | location, and asks for consent to use Site automatically calculates location without

controller Level

permission.

processing of personal data.

location information. NA?

location information.

asking for permission (-3).

Internet Safety Labs: CC BY-NC-SA 4.0
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5 - ACCOUNT CREATION COMMITMENT REQUIREMENTS

Me2B COMMITMENT WHAT'S BEING MEASURED - GDPR MAP - CCPA/CPRA MAP USED TO MEASURE  FRTISE NEEDED TO EVAL BEST PRACTICE (SCORE = +1) PASSING BEHAVIORS (SCORE = 0) FAILING BEHAVIORS (SCORES -1 to -3)

SCENARIO: ACCOUNT CREATION
M1 | Account Creation Commitment Plain text ields in password!pin creation [NotIncluded Not Included [Observed UX UX Expert [Not collccted as plain text. [Not collccted as plain text. Collcted asplain text (3.
MM2 | Account Creation Commitment Plain text fields in password security questions Not Included Not Included (Observed UX UX Expert Not collected as plain text, [Not collected as plain text. Collected as plain text (-3).
SCENARIO: USER LOGGED IN - "REMEMBER ME OPTION
W |acoount . . o ot bt ot tnluded ot netuded observed UX X Expen [Option only presented for hgh-frequency interaction relationships. | Option only presented for high-frequency interaction relationships, and only | Option presented for ow-requency interaction relationships, and for high-risk
and only for low-ris transactions. for low-risk ransactions. ransactions. (3)
; S ot I e . Easy 10 understand exactly what gets remembercd and for how long; | Easy to understand exactly what gts remembered and for how Tong: shouldnft | Defauls o enabled. (3)
WM& _|Account Creation Commitment Remember Me” enabling, Not Included ot Inluded [Observed UX UX Expert shouldn't be o0 casy to tarn on: Defauls o disabled. b 100 casy to tum on: Defaults o disabled. Harmi bieet to tarm on Remember Me. -
Not expressly mentioned
but the law does have an
[GDPR hs the same overarching policy value of -3 == No way to disable Remember Me,
MM5 | Account Creation Commitment “Remember Me" disabing. overarching policy value making things casy to ead [ Observed UX UX Expert Easy to find and disable "Remember Me" Easy to find and disable "Remember Me" 2 == Hard to find and disable Remermber Me.
5 CCPAICPRA & understand. See -1 == Hard to find or disable Remember Me.
1798.155 (@)20/C) i)
and 999.305
ISCENARIO: USER HAS ACCOUNT BUT NOT LOGGED IN, N
W6 | Account Greation Gommitment Validats that o persona nformaton i displayed when ot logged in ot ncladed ot ncluded observed UX X Exper asinthe "Local sent” state, Website behaves exactly as in the “Local . before an R s to emember, recognize and personally respond o data subject (-
and "not remembered before an account was created. account was created. )
SCENARIO: USER HAS ACCOUNT, IS LOGGED IN & REMEN
z Froo sensitve informationis displayedexposed when “remembercd". ot Includes ot Includes serve xper v for ! information ¢ llow for extremely information o be L the device without
MM |Account Creation Commiiment Iftoo sensiive informaion i displayedexposed wh hered ot Included ot Included Observed UX UX Expert e displayed or exposed on the device displayed or exposed on the device being logged in. (3)

Intemet Safety Labs: CC BY-NC-SA 4.0
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